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HOJIOKEHUE
0 OPraHH3AIHHI H NPOBEIEHUI0 paboT 1Mo obecneveHHI0 §e30HACHOCTH MEPCOHANBHBIX JAHHBIX
npu ux 00padoTke B HH(POPMANMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
bY «Bypnapcknii IICOH» Muntpyaa Uysamuu

1. OBIIHE IIOJIOKXEHUA

1.1 Hacrosmee IlonoxeHne IO OpraHM3alMd ¥ MPOBENECHHIO PAGOT IO OOECIEYCHHIO
0e30MaCHOCTH MEPCOHATBHBIX JAHHBIX IPH UX 00paboTKe B HHPOPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX
nauubix bY «Bypuapckuit I[COH» Muntpyna Uysammu (manee - Ilonoskenue) paspaGoTaHO B
coorBeTcTBHU ¢ DenmepanbHbM  3ak0oHOM 0T 27 miong 2006 . Ne 149-®03  «O6 undopmanuy,
MH(POPMAIMOHHBIX TEXHOIOTHAX U O 3aiuTe nHpopmamuny, OeepanbHeIM 3aKoHOM 0T 27 mrons 2006 T.
Ne 152-®3 «O nepcoHalbHBIX JaHHBIXY», IOcTaHOBiIeHWeM [IpaButensctBa Poccuiickoit ®emepamuu
ot 15 centsa6psa 2008 . Ne 687  «OO6 yrBepxaenun Ilonoxenust 06 0coGeHHOCTAX 06PabOTKH
NIEPCOHANBHBIX ~ HaHHBIX, OCYINECTBIIEMOM 6e3  HCIIONB30BaHUS  CPEACTB  aABTOMATH3ALAKY,
nocraHoBnenneM IlpaBurenmsctBa Poccuiickoit @epmepammu ot 1 HostOps 20121, Ne 1119 «O6
YTBEPIKIECHUN TPeOOBAaHMM K 3allUTe NIEPCOHANBHBIX NAHHBIX IPH HX 00paboTke B WH(OPMAITMOHHEIX
CHCTeMax MEePCOHATBHBIX JaHHEIX», IpHKa3oM DenepanbHOl CIIyKOBI 10 TEXHUIECKOMY U SKCIIOPTHOMY
xoHTposo oT 18 deppanst 2013 r. Ne 21 «O6 ytBepxkaenun CocraBa U COIepKaHUs OPraHU3AIMOHHEIX U
TEXHMYECKUX MEP IO O0OECHedeHHI0 Oe30IacCHOCTH IePCOHABHBIX MaHHBIX HpPH HX 00paboTKe B
HH(GOPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHEBIX).

1.2 Ienp paspaboTku Hactosimero lIoNoxeHHs — YCTaHOBJICHHE IOPSAAKA OPraHU3alUH |
OpOBENEHK DPabOT Mo oOecredeHHur0 Oe30MacHOCTH IEPCOHANBHBIX MaHHBIX (masee — IIJIH) B
HH(OPMAIMOHHBIX CHCTeMax IepcoHANbHBIX NaHHBIX (manee — WCIIIH) BY «Bypuapckuit IICOH»
Mpuntpyna Uysamuu (manee — BromxeTHoe ydpekaeHue) Ha IPOTHKEHHH BCETO JKM3HEHHOIO I[UKJIA
NCII/IH.

2. TEPMUHBI 1 OIIPEJIEJEHUSA

2.1. B HacrosmeM Iloo)keHUH UCHONB3YIOTCS CIEMYIOIUe TEPMHUHEI ¥ UX OIIPEICICHHUS

HNudopmannonHas cucTreMa MepCcOHAIbLHBIX JaHHBIX — COBOKYITHOCTD COJIEpXKaIIMXCs B 6asax
JAHHBIX TEPCOHANBHBIX JAHHBIX U OOECIEeUMBAIOIUX UX 00paboTKy WH()OPMAITMOHHBIX TEXHOJIOTHH U
TEXHUYECKHUX CPEACTB.

KonduaennnanbHoCTh NePCOHATBHBIX JAHHBIX — 0053aTENbHOE TSI COOIIIOACHHUS OMEPaTOPOM
UM WHBIM IIOJIyYUBIIUM JOCTYI K MEPCOHAIBHBIM IAHHBIM JIUIOM TpeOOBaHHE HE OMYCKAaTh HX
pacnpocTpaHeHue Oe3 corjacus CcyObeKTa MEPCOHAIBHBIX MAHHBIX WM HAJIAYUS HHOTO 3aKOHHOTO
OCHOBAHHS, €CJIA HHOE HE IIPENYCMOTPEHO (heepaTbHBIM 3aKOHOM.

KonTponupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPHSI, 3TaHUE, YACTh 3JaHUS, IOMEUICHUE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOIHMPYEMOE IpeObIBaHUE IMTOCTOPOHHUX JHIl, a TakXKe TPAHCIOPTHBIX,
TEXHUYECKUAX U UHBIX MaTepUATIbHBIX CPEJICTB.

MexcereBoii 3KpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WK (YHKIHOHAIHHO-PACTIPENEICHHOE
IPOrpaMMHOE  (IIPOrpaMMHO-aINapaTHOe) CpPeAcTBO (KOMILIEKC), pealu3yrolnee KOHTPOJIb 3a



2

uHpopMarue, mocTymaromeit B HHQOPMAIHOHHYIO ~ CHCTeMy IICPCOHANBHBIX [aHHBIX U (WJIH)
BBRIXOJSINEH U3 MH(GOPMAIIMOHHOM CHCTEMEL.

HecanknuonuposanabIii AoCTYn  (HeCaHKIHOHHPOBAHHLIE AEHCTBHA) — IOCTYym K
HHQOPMAIINK WM NeHCTBHS C HHOpManmel, Hapymaromme IIpaBAIa pasTpaHW9eHus J0CTyIa C
HCIIOJIb30BAHUEM MITATHBIX CPEJICTB, IIPEIOCTABIIIEMEIX HH()OPMAITMOHHBIME CHCTEMAaMH TIEPCOHATBHBIX
JAHHBIX.

OGpaboTka mepcoHANBHBIX AAHHBIX — JCHCTBUS (ONEPAIUK) C MepPCOHATBHBIME JAaHHBIMH,
BKJIIO4as1 cOOp, 3aIHCh, CHCTEMATH3ALIHIO, HaKOIUICHUE, XpaHEHHE, YTOYHeHHe (0GHOBICHN E, HU3MEHEHHE),
M3BJICUCHHC, HCIIONB30BAHNE, NIEPENady (PacIpOCTpaHEHHE, IIPEAOCTABIEHHE, HOCTYI), 00C3IMUMBAHHE,
OII0KUpOBaHKe, yaNeHNe, YHUITOKEHHE IIEPCOHAIBHBIX JJAHHBIX.

Omneparop — rocynapcrBennsiit OpraH, MyHHIUNIAIBHEIA OpraH, OPHINIECKOe WM (hU3UecKoe
JIHIO, CaAMOCTOATENBHO MIIM COBMECTHO C JIPYTHMH JIMIAMHE OpraHM3yIOMmKe U (HIIH) OCYILIECTBILIOLIHE
00paboTKy IEePCOHANBHBIX JAHHBIX, a TAKIKe OIPEICILIOIE NETH 00pabOTKH IIEPCOHANBHEIX JAHHBIX,
COCTaB IEpPCOHANLHBIX NaHHBIX, MOIIEKAIUX 06pabOTKe, MeHCTBHS (omeparun), cosepmaemse c
[I€PCOHAIILHBIMHU JaHHBIMH.

Texnndeckne cpexcrBa WHPOPMANHMOHHON CHETEMEI NepCOHANBHBIX JAHHBIX — CpEJCTBA
BRITHCIIATENLHON TEXHUKH, HH(OPMAIMOHHO-BEIHCIATEMbHBIE KOMILICKCEL I CEeTH, CPEJCTBA U CHCTEMBI
Iepenaqy, mpuema u  obpaborkm IT[a (cpemcTBa u  CHCTEMEL 3BYKO3AIlUCH, 3BYKOYCHJIEHHS,
3BYKOBOCIPOM3BEIICHHS, IIEPETOBOPHLIE W TEIEBH3MOHHEIE YCTPOHCTBA, CPENCTBA H3rOTOBJICHHS,
THPOKUPOBAHUA JOKYMEHTOB M IPYTHE TEXHHYECKHME CPEICTBA 00paboTKH pedeBoii, TrpadudecKoi,
BHJICO- H OyKBEHHO-IU(POBOIL MH(OPMAIUH), TPOTrpaMMHEBIE CpelCcTBa (ONEPAI[MOHHBIE CHCTEMEI,
CHCTEMBI yIIPABJICHHS 6a3aMu NTAHHBIX U T.IL.), CPEACTBA 3aIHTHI HHpOpMaIum).

Ilepconanbubie manmHble — mHOGas MHQOPMAIMA, OTHOCSMAACA K MpPSIMO HJIH KOCBEHHO
OTPEACIICHHOMY HIIH OLIpE/IeNIIeMOMy (usudecKkoMy sty (Cy6heKTy [I€PCOHANBHBIX TAHHBIX).

Ilonn3oBarenn HH(pOPMALHOHHOI CHCTEMBbI IIE€PCOHANBHBIX JAHHBIX — JIUIIO, YYACTBYIOIIEE B
DYHKIHOHMPOBAHUK HMH(DOPMALMOHHON CHCTEMEL IICPCOHANBHBIX ~JaHHBIX MM HCIOJB3YIOIINee
Pe3YNBTaThI €€ PYHKIHOHUPOBAHHUS.

Pecypc nrdopmannonnoii cuereMsl — UMeHOBAHHELH STeMenT CHCTEMHOT0, IIPUKJIAJHOTO HITH
arrapaTHoOro obecredeHns Gy HKIMOHIPOBAHIS HH()OPMAITMOHHON CHCTEMEL.

CpencTtBa BBIYHCJINTENLHONW TEXHHKH — COBOKYIIHOCTh IIPOTPAMMHBIX M TEXHHUYECKHX
SJICMEHTOB CHCTEM 00pabOTKH JAHHBIX, CIIOCOOHBIX (DYHKIHOHMPOBATE CAMOCTOATENBHO HIIM B COCTABE
JPYTHUX CHCTEM.

Yrposel 6e30macHOCTH MEPCOHANBHBLIX AAHHBIX — COBOKYITHOCTE yCIIOBHH H (hakTopos,
COSHAIONIMX ONAaCHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE CIyYalHOTO, JOCTyla K IEPCOHAILHBIM
AGHHBIM, DE3yIIETATOM KOTOPOIO MOXXET CTaTh yHHYTOXKEHHUE, H3MEHEHHE, OJI0KHpOBaHKE, KOMHPOBAHHE,
PaclpoCTpaHEHUE IEPCOHANBHBIX HAHHBIX, 4 TAKXKE HHBIX HECaHKIMOHUPOBAHHEIX NEHCTBHN IpH HX
06paboTke B HHPOPMAIIHOHHOH CHCTeME IIEPCOHAIBHBIX TAHHEIX.

YHHYTOKEHHEe NEePCOHANLHBIX AAHHBIX — ACUCTBHUS, B pE3yJbTaTe KOTOPHIX CTAHOBHTCS
HEBOSMOXHBIM BOCCTAHOBHUTH COZAEP)KAaHHWE MEPCOHATHHBIX IaHHBIX B HHQOPMaHOHHON CHCTEMe
IICPCOHANBHBIX NAHHBIX M (WJIM) B PE3yNbTale KOTOPHIX YHHUTOKAIOTCS MaTepHajbHble HOCHTEIH
TIEPCOHATBHBIX JAHHBIX.

YpoBeHb  3AMMIIEHHOCTH NEPCOHANLHBIX TAHHBIX - KOMIUTEKCHBIA  ITOKa3aTellb,
XapaKTePU3YIOMHUA TPeOOBAHHS, HCIIOIHEHHE KOTOPBIX 0GECIIEUHBACT HEUTPAITH3AIHIO OIPENEIICHHBIX
Yrpo3 O€30MaCHOCTH NEPCOHATBHBIX NAHHBIX opu ux o00paboTke B HHPOPMAIMOHHBIX CHCTEMAX
NEPCOHAIIBHBIX TaHHBIX.



Vreuka (3ammmaemoii) MHpOPMANMH N0 TEXHHYECKHM KaHajgaM — HEKOHTPOIMpPYEMOC
pacrpocTpaHeHre HHQOPMAIMH OT HOCHTENS 3allHIaeMOH uadOpMaIMi depe3 QU3HIECKyI0 Cpely 10
TEXHMYECKOTO CPEICTBA, OCYIIECTBILIOMEr0 IepeXBaT HHPOPMAIIUH.

[lesocTHOCTs HWHGOPMANHMH — CIOCOGHOCTH CPEICTBA BBIYMCIMTENBHOH TEXHUKA HIH
MH(OPMAITHOHHOH CHCTEMBI 06ECIIedHBaTh HEU3MEHHOCTh HH(POpPMAIiK B YCIOBHIX CIIy4aifHOTO W/WIIN
IpeIHAMEPEHHOTO HCKaXEHH S (PaspyLICHHUS).

3. TIOPSIIOK OPTAHU3AIIAU U ITPOBEJAEHUSI PABOT IIO OBECINEYEHHIO
BE3OIIACHOCTH IIEPCOHAJIBHBIX TAHHBIX

3.1 Ilox oprammsammedi obecmedenus OesomacHoctu IIJ[H mpu uX o6pabotke B UCIIIH
nouuMaercs pOPMUPOBAHWME U Pealu3alys COBOKYIIHOCTH COITIACOBAHHBIX MO LENH, 3a/1adaM, MECTy U
BpEMEHH OPTaHM3ALHOHHBIX X TEXHUIECKUX MEPOIPUATHH, HAIPABICHHBIX HA MUHUMH3AIIIO yiepba oT
BO3MOXHOM peammsaiuu yrpos Oesomacnoctu IIJIH, peanusyeMblX B pamkax CO3/1aBa€MOH CHCTEMEI
3aIIUTH] IEPCOHATBHBIX NaHHBIX (Hanee - C3I1In).

3.2 C3II/Ix BmoyaeT B ceOs OpraHU3alMOHHBIE U (WMJIM) TCXHUYESCKHE MEPBI, ONPECICHHBIC C
yUeTOM aKTyaJbHBIX yIpo3 Oe30TIaCHOCTH IEPCOHANBHBIX MAHHBIX, YPOBHS 3aIUIICHHOCTH [11H,
KOTOPHIH ~ HeoOXomuMo — ObecIednTs, u  HUHGOPMAIMOHHBIX TEXHOJIOTHH, HCIONB3YEMBIX B
HHPOPMAIMOHHBIX CHCTEMaX.

3.3 Besomacuocts I1JIH mpu ux obpabotke B MCIIJIH obecriednBaeT OIEpPaTOp WM JIAIIO,
ocyIIecTBIIMomee 00paGOTKy HEPCOHATBHBIX NAHHBIX II0 TMOPYYEHWIO OIeparopa Ha OCHOBAHHH
3aKJTFOYAEMOTO C STHM JIHIIOM JOr0oBopa (Jaee - yIoJIHOMOYIEHHOE JIMIO). JIoroBop MEXy ONepaTopoM
M YIONHOMOYEHHBIM JIMIOM JOJDKEH HpefyCMaTpuBarh OOS3aHHOCTH YIOJIHOMOHCHHOIO JIHIA
0GeCednTh 6e30MacHOCTh IEPCOHANBHBIX JAHHBIX [IPU KX 00paboTke B HHYOPMALMOHHOH CHCTEME.

3.4 Bobop cpencts samursl uHbopMmamuu s C3IIJIH OCYMECTBIAETCS OIEPaTopoM B
COOTBETCTBHE C HOPMATHBHBIMHU IIPABOBBIMHY aKTaMu, IpuHATMA DeepanbHoH ciry’x00# 6€30IacHOCTH
Poccuiickoit @enepanuu (manee — OCb Poccun) m DenepanbHO ciyO0# II0 TEXHHYECKOMY H
skcroptHoMy Koutpomo (manee — OCTOK Poccun) BO HCTIOIHEHHE @enmepalIbHOIO 3aKOHA
«O TIepCOHANTBHBIX JAHHBIX).

3.5 CrpykTypa, coctaB u ocHoBHbIe (yHkmuu C3II[H ONpPEAEIAIOTCS MCXOMS M3 YPOBHA
sarmummerHocTH I1J[H mpu ux o6pabotke B MCII/TH.

3.6 C3II/Iu co3maeTcs B TPH dTama:

Jran 1. Ilpemmpoextroe obcnenosanue MCIIJIH u pa3spaboTka TEXHHYECKOTO 3alaHusi Ha
co3ganue C3I1/IH.

Jran 2. IIpoextuposanne C3IIJIH, 3aKynKa, yCTaHOBKa, HAacTPOHKa HEOOXOAMMBIX CPEICTB
3alIUThI HHQOPMALIKH.

Atan 3. Beoxg UCITTu ¢ C3I1/IH B 3KCILIyaTallHIo.

3.7 Dran 1. IIpoBenerre IPeANIPOSKTHOTO 00CIEI0BAHUS U Pa3paboTka TEXHHIECKOTO 3aaHus
Ha co3gauue C3I1/[H.

3.7.1. HasHaueHue OpPUKa30M DBIOMKETHOrO y4YpPEKACHHs OTBETCTBEHHOIO 3a OpraHM3aIlMIo
obpadotku [1/1H.
Selsly Cosnanye B BromkeTHOM yupexaeHunu komuccnu mmo kmaccupukanun WCIIME 1

OTIpeleNeHnIo YpoBHs sammimerroctd [T/ mpu ux o6pabotke 8 UCII/IH.

Sl Onpenenenne MepedHs CyOBEKTOB TEPCOHANBHBIX JAHHBIX (pusmueckux mmn), T11H
KOTOPHIX 00pabaThBAarOTCS B BIODKETHOM YUPSKICHWH, NEPETHA obpabareiBaeMBIX [IJIH ¥ mepedHs
JOKyMEHTOB, conepxamux ITJTH.

3.7.4. Omnpeneneane nepeuns VICIIJla B bromkeTrHOM YyYpeXOCHWM H COCTaBa I11H,
o6pabateBaembix B VICITTH. Ilepeuens WCIIJIH u oOpabatpiBaeMbIX ITJ[H yTBep)KAaeTCA INPHKA30M



BIOPKETHOTO yUPEHKICHHS.

5.7.9, Onpesenenne menel 06paboTKM NEPCOHANBHBIX NAHHBIX — BBIOHCHIC TpeboBaHUH
TPYZOBOTO 3aKOHOMATENhCTBA POCCHICKOH ®enepari, OGhOpPMIEHNE JIOTOBOPHBIX OTHOIIEHUH B
COOTBETCTBHE C 3aKOHOJATENhCTBOM Poccumiickoif ®enepauuy, MPENOCTaBICHAE TOCYIApCTECHHBIX
YCIIyT, BHITIOJIHEHHE BO3NIOKEHHBIX Ha BIO/DKETHOE YIPEKACHUS dyHKITHH, TOIHOMOUHH U 00s13aHHOCTEH
B cepe coIMaIbHOro 00CIyKIBaHHU HACCIICHHS.

8. 7:0: Omnpenenenre CpOKOB 00pabOTKU M XPaHEHHA [I]TH, ucxons u3 tTpeGoanus, uro [IJIH
He NOJDKHBI XPAHHTHCS JOJIBIIE, YeM ITOro TPeOyIOT IEH o6pabotki 5TuX IIJ[H, MO AOCTHKEHHIO
KOTOpHIX [1J[H mozIeKaT yHHITOKEHHIO.

8. il Omnpe/eneHue NEPEYHs UCIOIb3YEMBIX B UCIIIs (upeanaracéMbIX K HCIOJIb30BAHHUIO B
UCII/IH) 061IecHCcTeMHBIX U IPUKIaIHBIX IPOrPaMMHBIX CPEACTB.

3.7.8. OmperneneHne PeXHUMOB obpabotku IIJln B UCIIJlu B 1menoM H B OT/AENbHBIX
KOMITOHEHTAaX.

3.7.9. Hasnagenue mnprka3oM DBIOIKETHOTO YUYPEeXKAEHMsS OTBETCTBEHHOTO 3a obecrnieueHue
6esomacuocta 11Jlu B WCII[lm (mamee - OTBETCTBEHHBIN) I Pa3pabOTKM H  OCYIIECTBICHHU

TEXHHIECKAX MEPOIPHUATHIL [0 OpraHM3alii U 00CCICICHHUIO 6esomacHocTH 11JIH mp ux o6paboTke B
VCIIn. dna xaxnoit ICIIJIE MoKeT OBITh Ha3HAYEH oTaenbHEI OTBETCTBEHHBIN.

3.7.10. HasmadeHse NpUKa3oM bIO/DKETHOTO YYPEeXICHHS OTBETCTBEHHOTO IOJB30BATCII
KPHUITOCPENCTB,  OOecreunBaromero  QyHKIMOHMPOBAaHHE U 6€30IIaCHOCTh ~ KPHIITOCPEICTB,
TIpeIHA3HAYEHHBIK i1 obecredeHus 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX. VTBEepXKICHUE NEPCUHS
JTHI, NOMYIIEHHBIX K paboTe ¢ KPHITOCPECTBAMH, IIPEIHA3HAYCHHBIMU JULT obecreueHust 0€30I1aCHOCTH
IIEPCOHANBHBIX [AHHBIX B HHQOPMAIMOHHOH CHCTEME IEPCOHATILHBIX JIAHHDIX (monp30BaTENEH
KPHIITOCPEICTB).

3.7.11. PaspaGoTka pa3peIINTEIbHOW CHCTEMBI NOCTyNa (MaTpHIBL JOCTYyIIa) IONb30BATECH
UCIITa x o6pabateiBaemoii Ha MICIIIH undopmarmy.

3.7.12. OnpeneneHue TPaHHUI KOHTPOJIMPYEMBIX 30H IYyTEM H3JAHHA COOTBETCTBYIOIICIO
IpHKa3a BIOJDKETHOTO YUPEKIEHWs M YCIOBHMH PacIONONKCHHUS WCITJIH OTHOCWUTEIPHO TpPaHHIl
KOHTPOJHUPYEMBIX 30H.

3.7.13. Omnpenenenne KOHQUIYpanuu H TOIOJIOTHA WCIIJla B menoM M HX OTHCIBHBIX
KOMIIOHEHT, (pu3rdecKkux, QyHKINOHAIBHEIX H TEXHOJIOTAICCKHX CBsI3e KaK BHYTpPHU STHX CHCTEM, TaK U
C IPYTMMH CHCTEMaMH Pa3IMIHOTO YPOBHA ¥ HA3HAICHUS.

3.7.14. OmpezeneHne TEXHUYECKAX CPENCTB M CHCTEM, HUCIOJIB3YEMBIX B MCII[On, BKiIIOYas
YCJIOBHSL UX PACIIOIOKEHHS.

3.7.15. ®opmupoanue TexHmdeckux nacnopros UCII/a.

3.7.16. PaspaGoTka CileIyIOIMX OpPraHA3alHOHHO-PACTIOPSIUTCIBHBIX TOKYMEHTOB (manee -
OP]I), pernaMeHTHpPYOLIUX IPoliece 0OpabOTKY U 3aIIUThI EPCOHAIPHBIX IAHHBIX:

— TlonoxeHue 0O 3alIUTE NEPCOHATBHBIX JaHHBIX;

—  VIHCTpYKIHS OTBETCTBEHHOTO 3a o0eciieueHue 6ezomacuoctu [1/1x B UCIIIH;

— UWuctpyxnus mons3osarens UCIT/IH;

— MHCTpyKIKs OTBETCTBEHHOTO MOJI30BATENA KPUIITOCPEACTB;

— Pasfen MO/DKHOCTHBIX MHCTPYKIMH COTPYAHHMKOB bIOIDKETHOTO YyYPSXKACHHA B HACTH
obecmedeHns OezomacHocTH IIJlH mpu uX 00paboTKe, BKIOYAd YCTAHOBJICHUEC TIEpCOHANBHOM
OTBETCTBEHHOCTH 3a HapyIIeHus [paBu o6paboTku I1/1H.

3.7.17. Knaccuduxanus UCIIJIH B cooTBeTcTBUM C «I10OpAAKOM MPOBEACHHU KacCcHupUKaIK
HHQOPMAIMOHHBIX CHCTEM NEPCOHAIBHBIX NAHHBIX), YTBEPKACHHBIM IPAKASOM ®CTIK Poccun, ®Cb
Poccum u Munuadopmcssasu Poccun ot 13.02.2008 Ne 55/86/20 (moAroToBKa W yTBEPXKACHHE aKTa



KJIaccu(ukanum).

3.7.18.  Ompenmenenwe ypoBHs 3amumieHHocTd IIJJH OpH uX obpabotke B HCII[IlH B
cooTBeTCTBHM ¢ «TpeboBaumsamu k sammre ITJIH Tmpu uX 06paboTke B MHGOPMAIHOHHEIX CHCTEMAX
TIEpCOHAIBHBIX MaHHBIXY», yTBEpKIeHHEIMU [locranosnenunem IIpaButenscra Poccumiickoit @eneparmn
oT 01.11.2012 Ne 1119 (TOATOTOBKA W yTBEpIKACHHE aKTa OIIpeNeNICHUsT YPOBHA 3alMUINeHHOCTH [1][H
1py ux odbpabotke B UCII/IH).

3.7.19.  Omnpepenenue THma yrpo3 Ge30MacHOCTH MEPCOHAIBHBIX IAHHBIX, AKTyalIbHBIX IS
MH(OPMAIMOHHOMN CHCTEMEI, C y4ETOM OIEHKHM BO3MOYHOIO BPEIa B COOTBETCTBHE C HOPMAaTUBHBIMH
TIpaBOBBIMH aKTaMH, NPUHATEIMU BO HcHonHeHue DenepanbHoro 3akona «O IEPCOHATBHBIX JAHHBIXY.
Ormpenenenne yrpos 6esomacHoctd IIJJH B KOHKDETHBIX YCIIOBHSX ¢yskimonuposanus MCIIx
(paspaGotka moziene#t yrpos 6esonacHoctu [1]]6 mpu ux 06paGoTke B NCIIIn).

3.720.  ®opmupoBaHME TEXHHYECKOrO0 3aiaHHsd HA paspaborky C3IIJlz mo pesynsTaTam
IIPEMPOEKTHOIO 0OCIC/0BAaHNS Ha OCHOBE HOPMATHBHO-METOIMYECKUX HoKyMerToB ®CTIK Poccuy u
®CB Poccun ¢ y9eTOM yCTaHOBIEHHOTO YPOBHS 3aIUIIEHHOCTH ITTa pu ux o6padotke 8 UCII]IH.

Texnudeckoe 3ananue Ha paspabotky C3ITJIH JOKHO COmEPIKATD:

— obocHoBanue paszpadorku C3I1/Ix;

— MCXOIHBIC JaHHBIE co3faBaeMoil  (MomepHmsupyemoif) VCIIJlH B  TeXHHYECKOM,
IPOTPaMMHOM, HH()OPMAI[IOHHOM U OPTraHU3allHOHHOM aCIIeKTax;

— YpoBeHb 3amuimeHHocTd I1/1n npu ux o6pabotke B UCII/IE;

— CCBUIKY Ha HOPMAaTUBHBIE JOKYMEHTEI, C y4€TOM KOTOPBIX Oyzner paspabarsiBatbes C3ITIH, u
IPUHUMATHCA B dKCIuTyaranuio VICITTx;

— KOHKPETH3AILMIO MEPONPHUATHH U Tpedoparuit k C3II/H;

— COCTaB H coAepkaHue paboT 1o sTanam paspaboTku u BHeapenus C3I1Tn

— IIepCYCHP MpPEIUOJNAraéMbIX K HCIONIb30BAHMIO CEPTU(QUIMPOBAHHBIX CPECTB 3aIKUTHI
UH(pOpMaIIHH.

3.8 Oran 2. IlpoexrtupoBarue C3IIJIH, 3aKymKa, yCTAaHOBKA, HAaCTpOWKa M OIIBITHAs
SKCILTyaTalysi HEOOXOAUMBIX CPECTB 3alUThl HHPOPMAITHH.

3.8.1. Cozpmanue C3I1/]u sBigeTcs HEOOXOIUMBIM ycioBueM oOecreyeHus 0Oe30MacHOCTH
IIJlu, B TOM cilydae, eCcli CyIIECTBYIOIIME OPraHM3ALMOHHBIE W TEXHHYECKHE MEpHI O0ecTeYeHus
0e30TacHOCTH He COOTBETCTBYIOT TpeOOBAaHHAM K OOECIEYeHHI0 0e30IacHOCTH I nmns
COOTBETCTBYIOIIECTO yPOBHS 3amUIneHHOCTH [1/1H nipu ux obpabotke B MCII/IH n/umi He HEHTPATH3YIOT
Beex yrpo3 6esomacrocts 1T st nanmoit MCIT/TH.

3182 Texuwaeckne Mepbl samutsl [IJIH IIpeAmonaraloT HCIONB30BAHKE IIpOrpaMMHO-
almapaTHeIX CPEACTB 3amuTel uH(opMmamuu. [Ipu obpaborke IIJIH ¢ HCMONB3OBAHHEM CPENCTB
ABTOMATHU3al[M{ TPUMECHEHHE TEXHUYCCKHX MEp 3aIUTHl SABIIETCS OOA3aTENBHBIM YCIOBHEM, a HX
KOMHYECTBO W CTENEHb 3allUTHl ONPENENAETCS B IIPOLECcCe IMPEANPOEKTHOrO 06C/Ieq0BaHus
HH(DOPMAIOHHEIX PECYPCOB BIOIKETHOTO yUpesKIeHHSL. IIpuMeHEHHE TEXHUYIECKUX MEP JIOIKHO OBITh
PETIIaMEHTHPOBAHO HOPMATHBHEIM aKTOM BIOKETHOrO yupexneHus.

3.8.3. Cpencrea 3amutsl nHbOpManny, mpuMensemsie 8 LCII Ty, B YCTaHOBJICHHOM IOPSIKE
[IPOXOAAT NPOLEAYPY OLCHKH COOTBETCTBHS, BKIIOYAsd CEPTH(HKAIMIO HA COOTBETCTBHE TPEOOBAHUSIM
110 6€30MacHOCTH HH)OPMAITHH.

3.8.4. Ha cragmm npoextwmpoanus u cosmamms C3II[Je mis MCIIH BromkeTHOTo
YUPEXACHUS TPOBOIATCS CICIYIOIINE MEPOTIPHATHS:

— paspabotka Texamdeckoro npoexra C3I1/x;

— npuobpeTeHue (IpH HEOOGXOMMMOCTH), YCTAHOBKA W HACTPOMKA CEPHHMHO BBIIYCKAEMBIX
TEXHUIECKHUX CPEACTB 00paboTKH, Iepeadn ¥ XpaHeHus HHpOpPMAIIIy;
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— paspaboTKa MEpONPUSITHH MO 3aIUTe uH(GOPMAIMH B COOTBETCIBHM C NPEABABIACMBIMA
TpeOOBaHUAMH,;

—  mpuobpeTeHre, yCTaHOBKA 1 HACTPOHKa cepTH(UIMPOBAHHBIX TEXHHIECKUX, IPOTPaMMHBIX 1
IPOTPaMMHO-TEXHUIECKHX CPEJICTB 3alUThL pH(OpMAIMH, B TOM TUCIe (IpH HE0OXOIMMOCTH) CPENCTB
KpUNTOrpahuIecKOH 3aITUThI HHGOPMAIH;

— peanu3anys pa3pelIMTEIbHON CHCTEMBI JOCTYTIA nons3opareseit UCIIJIn x o6pabaThiBaeMon
B VCI1[Ia nubOpMAIIUH;

—  [OArOTOBKA OKCIUTyaTAlMOHHOM JOKYMCHTAIMH Ha HCIOJIE3YCEMBIC CpelCTBa 3allUTHI
rHGbOpMAaIIVH,

—  KOPPEKTHPOBKa (IOMOJHEHHE) opraanauHOHHo-pacnopann’renbnoﬁ IOKYMEHTAIlK B YacTH
samuThl HHQopManuy (IIOJNIOKEHUH, TPUKA30B, IaCIOPTOB VICTIJIg, TOMONOTHYECKIX CXEM, HHCTPYKIMH
U IPyTHEX JOKYMEHTOB).

3.9 Mran 3. Beox UCIT/a ¢ C3II/IH B HpOMBIILICHHYIO SKCILTyaTallKIO.

8.9.1 Ha cramuu seoga B MUCITIa (C3I1/IH) ocymecTBIAI0TCA:

— OINBITHAS OKCIUTyaTalus CPEICTB 3alllUThL uHbOpMAMK B KOMIUIEKCE C JPYTHMH
TeXHMYECKHMH Y MPOTPAMMHBIMH CPEICTBAMH B IIEJLIX IPOBCPKH HX pabGoTOCIIOCOOHOCTH B COCTaBE
UCIIIH (1px HeOOXOAUMOCTH);

—  IPUEMO-CHATOYHBIE MCIBITAHHA CPEICTB 3allUTHI uHOPMAIMK 110 Pe3yNbTaTaM OIBITHOH
SKCIITyaTanuy (IpH HEOOXOIUMOCTH);

—  KOHTpOI BBITONHeHHs TpeboBaHWH (BO3MOXHO IIPOBEICHHUC MAHHOI'O KOHTpOJIL B BHIE
aTTECTAIMH 110 TPeOOBaHUIM 0€30I1aCHOCTH MEPCOHANBHBIX JAHHBIX).

Bedil. KonTponb 3a BBIIOJHCHHEM HACTOAIMX Tpe6OBaHUH OPraHW3yeTCs M HPOBOLUTCA
oreparopoM (YIOIHOMOYCHHBIM JIAIOM) CAMOCTOSTENBHO M (WiH) C MPUBJICUCHHEM HA JIOTOBOPHOM
OCHOBE IOPHIMYCCKHX JHMI W HHIMBANYaJbHBIX npeAnpEHAMATeNel, HWMEIOIMX JIMICHSMIO Ha
OCYIIECTBICHHE IEATEIBHOCTH TI0 TeXHUYeCcKol 3armuTe KOHHICHIHaTbHON HH(OPMAIIHH. Vka3zaHHBIH
KOHTPOIb POBOAHUTCS HE pexce 1 pasa B 3 rozia B CpOKH, OIpeZieNsieMbIe OIIEpaTopoM (YTTOTHOMOYEHHBIM
JIWTIOM).

4. MPOBEJEHMUE PABOT 11O OBECIEYEHHIO BE3OITACHOCTHU NEPCOHAJIBHBIX
JTAHHBIX

4.1. Pa6orsl To obectedeHmio OesomacHocT# I1J[H mMpoBOAATCA B COOTBETCTBHH C [Tnanom
MEpOTIPUATHH IO 3aIlUTe TEePCOHANBHBIX TaHHBIX (ITpunoxenue Ne 1). BHyTpeHHIE IPOBEPKH PeKUMA
samuThl [1/[H B BI0/DKETHOM YUPEKICHAN IPOBOMATCS B COOTBETCTBAN C [[1aHOM BHYTPEHHHX IIPOBEPOK
peXuMa 3allUTBl MEePCOHANBHBIX AaHHBIX (TTpmnoxenne Ne 2). Tlnanel yTBEPKIAOTCS AUPEKTOPOM
BroKETHOTO YUIPEXKICHUS.

4.2. KoOHTpONb 32 NpOBEJEHHEM DAbOT IO obecreuenmio OezomacHocTd IIJIH OCYIIECTBIACT
OTBETCTBEHHBIH 3a opraEm3amuio o6paborku II[lH B BUIE MCETOAMIECKOTO pYKOBOZICTBA, y4acTHsi B
pa3paboTke TpeOOBaHMH IO 3alUTE NEPCOHANBHBIX JAHHBIX, opranm3any paboT [0 BBLIBICHUIO
BO3MOKHBIX KAHAJIOB yTEUKH MH()OpPMAIIHY, COITaCOBAHMS BEIGOPA CPEJICTB BBIYHCIIUTENBHON TEXHUKA U
CBA3W, TEXHHYECKUX M IIPOTPAMMHBIX CPEJCTB 3allUTEL, yJacTisi B ounenke coorsercrBusa MCII/IH
BI0JDKETHOTO YUIpesKIeH s TPeOOBaHAM 0€30I1aCHOCTH [1/1H.

4.3. TIpu HEOOXOAMMOCTH K IIPOBEICHHUIO paboT 1o obecedennto 6e30macHOCTH IEPCOHANBHBIX
JAHHEIX MOTYT IPHBIEKATHCS CIEIUAIM3NPOBAHHBIE OpTraHM3aIiH, mmetorre jmnensuio PCTOK
Poccuy Ha OCyIIECTBICHHE AEATETBHOCTH TI0 TeXHUYECKOH 3amuTe KOHQUIECHIHATHON HHYOPMAIIIH.

4.4. B coOTBETCTBUH C II. 5.2 MeToauyecKux peKoMeHIalki 110 o0ecleyeHui0 ¢ IIOMOIIBIO
KPHUITOCPEACTB Ge30MacHOCTH NEPCOHANBHBIX TaHHBIX TIPH HX 06paboTKe B HHPOPMAIMOHHBIX CHCTEMAaX
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IIEPCOHATBHBIX JAHHBIX C MCIOJB30BAHUEM CPEJCTB aBTOMATH3AIMU, YTBEP)KICHHBIX PYKOBOACTBOM 8
Lertpa ®CB Poccun 21.02.2008 Ne 149/54-144, npu HeoOXOMMMOCTH MCIOJIB30BAHUS IIPH CO3NAHHH
C3Idu cpemcts KpHOTorpaduueckoil 3aliuThl HHGOPMAIMKM K MPOBEIEHHIO paboT MO 00eCIedeHHIo
0e30macHOCTH  MEPCOHATBHBIX  JAHHEIX bBIOKETHOMY YUYpEKIEHHIO HEOOXOMUMO IIPUBIIECKATH
CIeIHaM3APOBaHHbIe OpraHusaruy, umeromue mnensun ®CB Poccuu Ha ocyrmecTBieHune paboT mo
PacIpoCTPaHEHUIO MH(PPOBANBHEIX (KPUOTOrPadHUUeCKUX) CPEACTB, NPETHAZHAUESHHBIX JUIS 3allUThI
“H(pOpMAlUK, HE colepKaIell CBEIeH S, COCTABIISIOIINE TOCYIaPCTBEHHYIO TalHy, Ha OCYIIECTBICHHE
TEXHUYECKOTO OOCITYXUBaHUA ITH(PPOBAIBHBIX (KPUNTOrPapUUECKHX) CPENCTB, HA OCYIIECTBICHHE
paboT Mo oOKasaHWIO ycuyr B oOmacTd MMH(poBaHuMS WHGOPMALUM, HE COAEPXKAIIMX CBEICHHIA,
COCTAaBJLAIOLINX T'OCYTaPCTBEHHYIO TaifHy.

5. PEHIEHME BOITPOCOB OBECIHEYEHUSI BE3OIACHOCTHU NIEPCOHAJIBHBIX
JAHHBIX B IMHAMUWKE U3MEHEHHSI OBCTAHOBKH 1 KOHTPOJIA
IOOEKTUBHOCTHU 3AIIIUTHI

5.1. Mopepruzatua C3[1JlH mma dysxiuuonupyromux VICIIJIH BromkeTHOro yupexaeHHs
JOJDKHA OCYIIECTBIIATHCS B CIIydae:

— HU3MCHEHHs coctaBa wid CcTpyKTypbl MCII/IH mnu TeXxHuIecKuX 0COOCHHOCTEH ee MTOCTPOEeHuUs
(M3MEHEHHMS COCTaBa MIIM CTPYKTYPHI IPOrPaMMHOTO OOECIEUCHHs, TEXHUYECKUX CPENCTB 0O6pabOTKH
[111, Tonosmoruun MCI1/IH);

— HM3MEHEHHu:A cocrasa yrpo3 6e3omnacHoctu [1/1a 8 UCIT/H;

— H3MEHEeHHd ypoBHiA 3amuuieHHocTd [1J{H npu ux obpabotke B UCII/IH;

— MPOYHX CIIydasx, 10 PEIIECHHIO OTlepaTopa.

5.2. B memax ompeneneHus HeobxommmocTH mopabotku (Momepmumsaruu) C3II[Jm He pexe
OZTHOTO pa3a B I'OJ OTBETCTBEHHBIM 3a OpraHu3anuio o6pabotku I1/[H MomKkHA MPOBOAWTHECS TPOBEPKA
cocrasa u cTpykTyphl MCII/IH, coctaBa yrpo3 6e3omacuocts [1/In 8 UCII/IH u ypOBHS 3allMINEHHOCTH
Il npu ux obpaborke B MCII/IH, coOONIONEHUS YCIOBHN WCIONB30BAHUSA CPEACTB 3aLIUTHI
MH(pOpPMaLUK, NPEdyCMOTPEHHBIX OKCIUIyaTAllHOHHOM M TEXHHYECKOM MOKyMEHTalueH. Pe3ynbTarsl
IPOBEPKH 0OPMIIIIOTCS aKTOM IIPOBEPKHU U YTBEPIKAAIOTCS TUPEKTOPOM BIOIDKETHOrO yupek IEHH .

5.3. Ananmu3 uHUUAEHTOB Oe3zomacHoctd [IJ[H W cocTaBieHHME 3aKIIIOYCHHH B 00S3aTEIHLHOM
HOPSAKE JOJDKHO MIPOBOAMTHCS B CIIyyae BBIBJICHUS CICAYIOMHUX (DaKTOB:

— HecoOIIofieHue yCIOBUil XpaHEHU HOCUTENeH TIepCOHATBHBIX TaHHbIX;

— HCIIONIB30BaHME CPEJCTB 3allUTHl MH(GOPMAIUK, KOTOPHIE MOTYT IIPHBECTH K HApPYHICHHIO
33JJaHHOTO YPOBHS 0€30MacHOCTH (KOH(MHUACHIHAIBHOCTH/ IENOCTHOCTH/IOCTYITHOCTE) MEPCOHAIBHBIX
JAHHBIX WM JPYT'MM HapyIIEHUSM, IPUBOJAIIMM K CHIDKCHHIO YPOBHS 3aIllUIIEHHOCTH IePCOHAIBHBIX
JAHHBIX;

— HapylleHue  3aJaHHoro  ypoBHS  OesomacHoctu  [I/lH  (KOHGUACHIUAIBLHOCTH/
I[EJIOCTHOCTD/IOCTYITHOCTB ).



